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Important reminder using the Internet Banking

September 2014

There have been many recent reports of fraud involving banking accounts, transactions, and activities from some
financial institutions in Japan. Malware and Spyware pose a serious threat as they can be used to steal data from
your PC and this information can be used to conduct fraudulent transactions.

While various security measures have been implemented by HSBC, in order to better ensure the safe and secure
use of our services, please note the following guidelines:

3. Required security measures for corporate customers

@ Properly implement security measures provided by HSBCnet. If you have any questions, please contact
your local HSBCnet Support Centre or HSBC representative.

Use Security device or Smart card.
Apply dual authorization or triple authorization for payment creation.
Set daily transaction limits.

Set customer alerts.

® Keep all software applications such as your operating system or internet browser, up-to-date. Uninstall old
versions of software from your computer.

@ Stop using software applications for which the vendor no longer provides support.

® You may already be using anti-virus software but to ensure it is effective, the software should be updated
with the latest virus definition files. Perform virus checks on a regular basis and ensure computer viruses
are removed from your system, if applicable.

@ Your HSBCnet password, together with other internet banking credentials, permits access to your bank
account. When creating passwords, remember the following:

v' Keep passwords to yourself: No one at HSBC will ever ask you for your internet banking password.
v' Make passwords hard to guess.

v' Make variations: Try to use different passwords for different services.
v' Change passwords regularly.

v" Never write passwords down.

® Follow and adhere to HSBC's guidelines when using Smart Card devices.

® Never click embedded hyperlinks nor open attached files in emails from untrustworthy sources, and do not
access suspicious websites.

® Review transaction records regularly and check your last HSBCnet login time and ensure it is accurate.

® Entitle payment creators and authorisers to different individuals. When authorising a transaction, use a
different computer from the one that the instruction was created on.



4. Recommended security measures for corporate customers

® Implement security measures which are provided by HSBCnet. If you have any questions, please contact
your local HSBCnet Support Centre or HSBC representative.

Download Webroot SecureAnywhere online protection software, available via HSBCnet.
Raise the request to bank for IP address restriction.

Use Restricted Templates for payment creation.

® \When not in use, shut down your computer, Wi-Fi router etc. as much as possible.

@ Payment creators and authorisers should use different computers.

@ Set conservative payment, transfer and refund limits as much as possible.

Please be advised that in no event shall any damage caused by internet banking fraud attacks be compensated if
you have not taken the proper security measures set forth above.

If you suspect an online fraud, immediately contact your HSBC representative and the police.

If you have any questions, please contact us at:
The Hongkong and Shanghai Banking Corporation Limited, Global Payment and Cash Management
Tel: 03-5203- 3247

E mail: jcsc@hsbc.co.jp




